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Attemp! guay flve questions.
Muarhs of questions are indsentsd agast euch geslion.

Divaie neat nnd comprehensive sketches wherever necessery 1o
clearly (lastrate your wasur,

Asgnnie missing dola suitably of any amd specify the same.

Use ol loflowing supporling malenal is permilled during examination.
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Meaning of Symbols Used :
A = lnitiator, B = Responder. KDC = Key Distribution Cenlre

= ooeatenotion, E(k MYy-Encryptiog M with RKey=h, iT} =ldentify

of B. N = Nonee, B sRandom Numbeor,

Z
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{a}  We wish 10 use the same hardware for AES eocryplion fnd
decryption | Is it possible 7 Justly,
-
LE]
B Dhisguss possible defensos against “min-in-the-middle” atiack.
7
) in DES
i) Dmitial permutation and inverse mitial permuatation on
plaintext has no sccunty value.
i} Permulabion chowee-1 for penerating the "por rodand
keys™ also has no secunty value,
Accept or mject stalement(x) but with reasons

10

ta)  Pigure shows an authentication protocol similar to that esed
im Navell Version 3 Security. In the figure. B authenticotes

the human weer A lthrough checking a hash of
A's pasaword as produced by A's workstation. Analyse
the strength of this system agninst (a) eavesdropping and (b)
server databaze disclosure and suggest maoflifications +f
repuarcd. 10
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Fig. 1

Figure shows a mutual autheatcation scheme based on a
soeret key K, shared by the communicating parties. Would

this protocel he suseeplible to 2 refloction attack 2

Justify your answer.
iy
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Fig. 2
10

Why do many message authentication algorithms such as
M35, SHA-1 pads the mpul nessage cven il it is leger
multiple of the block size?

a2
What is birthday paradox ? What is the sigmbeanee of the
paradox in penerating message authenticabien code?

i
Enumerate expressions for generation of signatures and
ver:fication of sipnatures in digital sigmature standards,
Comment oa the security of the algorithm.
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What s meant by “Public Key Centificates™ How these
coplilicates are used Lo distribute publie keys? List the
messages 1o be exchanged for distribution of the key

H
Comment on the seonrity of RSA algonthm agmnst tho
fallowing attacks | -
() DGrute Foree attack rtuonline.com
i} Mathematical Attack ie. computing the faciors
aiy Timing Attack
fiv) Chosen Ciphertest Attack
In case of valnerabibity agminst any attack above, what are
the counterimensires’?

i5

If there is a revocation mechanism why da eertifieates need
an expiration date?

%
Let two transpord madle SAs are bundled 1o allew both 1PEee
AH and [PSec ESP protocol on the same end-to-ond flow
Which sequence is approprate; AH beflore ESP
or otherwise rhlﬁllr)' your answer.

]
With auiiable dingram and example, explio the processing
and trunsmission of data packets when sntiroplay mechanisim
i emplovod in [PSce, .
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How and which key s protected using the passphrase in PGE?
Explain the complete process,

b
In PGP, 4 vser has multiple privateipublic key pairs w0
encrypt the scssion key How does it help in better secunty?
How these keys are managed and the key wsed for
encryption is retrieved?

111
in SAMIME. what the teom “Cononical Forms™ 1s used for?
Whas are the different canomical forms wsed w S/MIME?
Describe each form.

a

Use of timest amps for prevesthon of replay attacks is unviable
for counection onentod applications and use or challenge/
response 15 nat acceptable for eonnectionless applications.
{11ve Treasoms,
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What 15 meant by a dictionary attack against password? How
it o hie used to pucss the password in Encrypted Key

Foachanee alparithm? rtuonline.com ]

Fline wee of salt improves the secunty af Lamport's hash?
Faphion

1
Limports hash s less secure than sending the passward
serges o petwork. Comment on the corvectness of the statenent
willr pesisnang.
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Eaplain the trust model used in PGF? What this model 1
and for” last the key terms used in the trust model. Also
explain the precedure for computing frelds used
e trast mudel,

6
1 Secare Flectromie Transactions, il we wse 1D secumnty.
whit changes i paynient precessing will be required? Explain
with nent dimgrams.

6
Wite nates on the following ¢
fiv  SITITE
it Serure Socket Layer Haodshake protocol.
8
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